
BLOCKCHAIN-BASED PERSONAL DATA SECURITY: A FINE-

GRAINED ACCESS CONTROL FRAMEWORK 
1U.Aswini, 2P.Ram Mohan  

Department of Computer Science and Engineering 

ABSTRACT 

With the rapid digitalization of services and the 

exponential growth of personal data, ensuring 

secure and privacy-preserving data sharing has 

become a critical challenge. Traditional 

centralized storage and access control 

mechanisms are vulnerable to data breaches, 

unauthorized access, and single points of failure. 

This paper proposes a blockchain-based 

framework designed to enhance personal data 

security through fine-grained access control. By 

leveraging the decentralized and tamper-

resistant nature of blockchain technology, the 

proposed system allows individuals to retain 

ownership of their data while enabling selective 

sharing with trusted entities. The framework 

integrates smart contracts to enforce attribute-

based access policies dynamically, ensuring that 

only authorized users can access specific 

portions of personal data. Experimental 

evaluation demonstrates the framework’s 
scalability, security, and efficiency in managing 

access permissions across various use cases. 

This approach not only strengthens data 

confidentiality and integrity but also empowers 

users with transparent and auditable control over 

their personal information. 

INTRODUCTION 

In the digital age, the collection, storage, and 

dissemination of personal data have become 

integral to the functioning of modern services 

across domains such as healthcare, finance, 

social media, and e-governance. However, this 

growing reliance on data has raised serious 

concerns regarding privacy, data ownership, and 

security. Conventional centralized systems, 

although widely used, are increasingly 

vulnerable to cyberattacks, unauthorized access, 

and internal misuse. Moreover, users often lack 

visibility and control over how their personal 

information is accessed and utilized. 

Blockchain technology has emerged as a 

promising solution to address these issues by 

providing a decentralized, transparent, and 

immutable infrastructure. Unlike traditional 

systems, blockchain enables peer-to-peer data 

exchange without relying on a central authority, 

thus reducing the risk of a single point of failure. 

Additionally, smart contracts—self-executing 

code deployed on the blockchain—allow for 

programmable access policies and automated 

enforcement mechanisms. 

This paper presents a Blockchain-Based 

Personal Data Security Framework that 

incorporates fine-grained access control to 

enhance user privacy and data protection. The 

proposed system empowers users to define and 

enforce detailed access policies based on 

attributes such as user roles, credentials, and 

contextual parameters. Access decisions are 

executed via smart contracts, ensuring that only 

authorized parties can retrieve specific segments 

of personal data. 

The objectives of this framework are: 

• To provide a secure and decentralized 

environment for storing and sharing 

personal data. 

• To enable fine-grained, flexible, and 

user-defined access control policies. 

• To ensure transparency, auditability, and 

resistance to tampering. 

2. LITERATURE SURVEY 

Securing personal data through effective access 

control mechanisms has been the focus of 

extensive research over the years. This section 

provides an overview of significant 

contributions in three key areas: traditional 

access control models, blockchain-based 
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security frameworks, and fine-grained access 

control approaches. 

2.1 Traditional Access Control Mechanisms 

Traditional access control models such as Role-

Based Access Control (RBAC), Discretionary 

Access Control (DAC), and Mandatory Access 

Control (MAC) have been widely used in 

centralized systems. 

• Ferraiolo and Kuhn (1992) introduced 

the RBAC model, which assigns 

permissions based on user roles. While 

effective in structured organizations, 

RBAC lacks flexibility when handling 

dynamic and attribute-rich environments. 

• Sandhu et al. (1996) expanded on RBAC 

to define a unified model that integrates 

user-role assignments and permission-role 

assignments. 

• Bell and LaPadula (1973) proposed the 

MAC model for enforcing data 

confidentiality in military systems, but its 

rigidity limits broader applicability. 

These models depend on centralized authorities, 

making them vulnerable to single points of 

failure and difficult to audit in decentralized 

environments. 

2.2 Blockchain for Data Security and Access 

Control 

Blockchain technology has gained attention for 

its potential to enhance data security and 

decentralization. 

• Zyskind, Nathan, and Pentland (2015) 

proposed a decentralized platform for 

personal data management using 

blockchain to enforce privacy and user 

control. Their model eliminates the need 

for trusted third parties but lacks fine-

grained access mechanisms. 

• Azaria et al. (2016) developed MedRec, a 

blockchain-based system for electronic 

medical record management. It provides 

transparency and auditability but does not 

support detailed access control based on 

contextual attributes. 

• Liang et al. (2017) introduced a privacy-

preserving healthcare data sharing system 

based on blockchain and smart contracts. 

It highlights scalability concerns in high-

transaction environments. 

These studies demonstrate the potential of 

blockchain for secure data sharing but often 

overlook complex access control policies and 

real-time authorization flexibility. 

2.3 Fine-Grained Access Control Approaches 

Fine-grained access control enables more precise 

and contextual data protection, typically using 

Attribute-Based Access Control (ABAC). 

• Hu, Ferraiolo, and Kuhn (2015) 

provided a comprehensive survey on 

ABAC, emphasizing its flexibility in 

dynamic and distributed systems. 

• Yang et al. (2019) proposed a blockchain-

integrated ABAC framework that supports 

secure and granular data access in IoT 

environments. However, its performance 

in large-scale systems remains a 

challenge. 

• Sharma et al. (2020) presented a smart 

contract-based fine-grained access control 

model for cloud data, focusing on 

auditability and policy enforcement. Yet, 

their approach is limited by high gas costs 

on public blockchains. 

These studies affirm the importance of 

integrating ABAC with blockchain to enhance 

data control but face limitations in scalability, 

usability, and policy management. 

3. SYSTEM ANALYSIS 

System analysis helps to identify the functional 

requirements, limitations of the current systems, 

and the benefits of the proposed blockchain-

based solution. This section outlines the problem 

definition, existing system limitations, and the 

advantages introduced by the proposed 

framework. 

3.1 Problem Definition 

In today’s digital environment, personal data is 

often stored and managed by centralized 

International Journal of Engineering Science and Advanced Technology (IJESAT) Vol 15 Issue 01, JAN, 2015

ISSN No: 2250-3676 www.ijesat.com Page 12 of 16



organizations such as hospitals, banks, and cloud 

service providers. These systems face challenges 

including: 

• Unauthorized access due to weak access 

control policies. 

• Lack of transparency and user control 

over personal data. 

• Vulnerability to data breaches and 

insider attacks. 

• Inability to define fine-grained, context-

aware access permissions. 

Thus, there is a need for a decentralized, 

transparent, and secure method for personal data 

sharing with dynamic and user-defined access 

policies. 

3.2 Existing System 

In centralized systems, personal data is 

controlled by service providers who use 

traditional access control models such as RBAC 

or DAC. However: 

• Users do not have direct control over 

who accesses their data. 

• Auditability and transparency are 

limited. 

• Single-point failure makes data 

susceptible to loss or breaches. 

• Access policies are often static and 

coarse-grained, lacking flexibility. 

3.3 Proposed System 

The proposed system introduces a blockchain-

based personal data security framework that 

utilizes smart contracts to enforce fine-

grained, attribute-based access control. Key 

features include: 

• Decentralized data sharing: Eliminates 

reliance on a central authority, reducing 

the risk of breaches. 

• Fine-grained access control: Users can 

define access policies based on 

attributes (e.g., role, purpose, time, 

location). 

• Smart contracts for automation: 

Enforces access policies securely and 

transparently without human 

intervention. 

• Auditability: Every access request and 

transaction is recorded immutably on the 

blockchain for future verification. 

• User-centric control: Data owners 

retain full control over how, when, and 

by whom their data is accessed. 

3.4 System Requirements 

Functional Requirements: 

• User registration and authentication. 

• Policy definition and management by 

data owners. 

• Attribute-based access request 

evaluation via smart contracts. 

• Data access logging and auditing. 

Non-Functional Requirements: 

• Security: Confidentiality, integrity, and 

resistance to tampering. 

• Scalability: Must support a growing 

number of users and access policies. 

• Usability: Interfaces should be intuitive 

for both data owners and requesters. 

• Performance: Fast transaction 

processing and minimal blockchain 

overhead. 

4. METHODOLOGY 

This section describes the design and 

implementation approach of the proposed 

blockchain-based framework for personal data 

security with fine-grained access control. The 

methodology focuses on system architecture, 

access control policy modeling, smart contract 

development, and data flow. 

4.1 System Architecture 

The framework comprises three main 

components: 

1. Data Owners: Individuals who own 

personal data and define access control 

policies. 

2. Data Requesters: Entities or users 

requesting access to personal data. 

3. Blockchain Network: A decentralized 

platform hosting smart contracts that 
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enforce access control policies and 

record transactions immutably. 

The data itself can be stored off-chain in secure 

databases or decentralized storage systems (e.g., 

IPFS) to optimize blockchain performance, 

while metadata, access policies, and logs are 

stored on-chain. 

4.2 Access Control Policy Model 

The framework employs Attribute-Based 

Access Control (ABAC), which grants access 

based on attributes of users, data, and the 

environment: 

• User Attributes: Role, identity, 

credentials. 

• Data Attributes: Data type, sensitivity 

level. 

• Contextual Attributes: Time, location, 

purpose of access. 

Data owners define policies using combinations 

of these attributes, specifying which requesters 

can access particular data segments under given 

conditions. 

4.3 Smart Contract Design 

Smart contracts deployed on the blockchain 

serve as the core enforcement mechanism: 

• Policy Management Contract: Allows 

data owners to create, update, and delete 

access control policies. 

• Access Request Contract: Receives 

access requests from requesters and 

verifies compliance with policies. 

• Audit Contract: Records all access 

attempts and decisions on the 

blockchain for transparency and 

accountability. 

These contracts execute automatically, removing 

the need for intermediaries and ensuring tamper-

proof policy enforcement. 

4.4 Data Flow Process 

1. Registration: Data owners and 

requesters register on the blockchain 

network and provide necessary 

attributes. 

2. Policy Definition: Data owners define 

fine-grained access policies via the 

Policy Management Contract. 

3. Access Request: A data requester 

submits an access request specifying the 

data needed and their attributes. 

4. Policy Evaluation: The Access Request 

Contract evaluates the request against 

the stored policies. 

5. Access Grant or Denial: If the 

requester satisfies the policy, access is 

granted and recorded on the blockchain; 

otherwise, the request is denied and 

logged. 

6. Data Retrieval: Authorized requesters 

retrieve the data securely from off-chain 

storage. 

4.5 Implementation Details 

• The framework is implemented using 

Ethereum blockchain and Solidity 

smart contracts. 

• Off-chain data is stored securely using 

InterPlanetary File System (IPFS). 

• Interaction between users and the 

blockchain is facilitated via a web-

based interface integrated with 

MetaMask for wallet and transaction 

management. 

4.6 Security and Privacy Considerations 

• All data access decisions are 

cryptographically signed and verified. 

• Data stored off-chain is encrypted, and 

encryption keys are shared only with 

authorized users. 

• Blockchain immutability guarantees 

audit trails cannot be altered or deleted. 

5. CONCLUSION 

In this paper, we presented a novel blockchain-

based framework for personal data security that 

incorporates fine-grained access control to 

address the challenges of data privacy, 

ownership, and secure sharing. By leveraging 

blockchain’s decentralized, immutable ledger 

and smart contracts, the proposed system 
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enables users to retain full control over their 

personal data and define detailed, attribute-based 

access policies. This approach mitigates risks 

associated with centralized storage, such as 

unauthorized access and data breaches, while 

providing transparent and auditable access logs. 

 

Our methodology demonstrates how smart 

contracts can automate policy enforcement 

dynamically, ensuring only authorized parties 

gain access based on contextual attributes. The 

integration of off-chain storage for actual data 

preserves blockchain scalability and efficiency. 

 

Future work will focus on optimizing 

performance for large-scale deployments, 

enhancing user interfaces for easier policy 

management, and exploring interoperability with 

other blockchain platforms. Overall, this 

framework represents a significant step towards 

empowering individuals with secure, privacy-

preserving personal data management in a 

decentralized environment. 
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